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1 Overview

The Trusted Mobile Payment Framework exists to promote a safe and trustworthy environment under
which mobile phone users may purchase goods and services and charge the cost to their mobile
phone accounts. It has been constructed under the auspices of the Mobile Network Operator Payforit
Management Group (&ayforit Management Gr o u p 6 )

This document defines t hdruskdWVobilmPayRentiFemewark. t he

Parties interested in becoming payment service providers within the framework must apply to
become Accredited Payment Intermediaries ( 6 A P Ad@redjtation must be applied for with each
Mobile Network Operator (MNO).

The document aims to provide Accredited Payment Intermediaries clear and unambiguous rules that
they must follow in order to operate as part of the Trusted Mobile Payment Framework.

These rules are expected to form part of any contractual agreement between the Mobile Network
Operators and any party wishing to undertake the role of an Accredited Payment Intermediary.

6/84
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2 Trusted Mobile Payment Framework

The Trusted Mobile Payment Framework is an initiative by the UK Licensed Mobile Network
Operators to promote the take up of mobile commerce by allowing content providers and Merchants
access to cross network payment services.

The Trusted Mobile Payment Framework allows mobile phone users, the Consumers, to buy goods
and/or services from Content Retailers, the Merchants, and charge the cost to their mobile phone
account, which is operated by their mobile Operator, the Operator. Merchants will use the services of
a payment service provider, the Accredited Payment Intermediaries, to facilitate a cost effective,
cross Operator charging mechanism. The diagram below illustrates this.

Operator A
End Users

Operator C
End Users

Operator D
End Users

Operator E
End Users

)

J

{

{

ACCREDITED ACCREDITED ACCREDITED ACCREDITED ACCREDITED tc. et
PAYMENT PAYMENT PAYMENT PAYMENT PAYMENT ...elC. elc.
INTERMEDI AR Y INTERMEDI AR Y INTERMEDI AR Y INTERMEDI AR Y INTERMEDI AR Y
<— >
Operator A Operator C Operator D Operator E ..etc. etc.
Billing Billing Billing Billing

The Trusted Mobile Payment Framework defines how participants: Merchants, Accredited Payment
Intermediaries and Operators, co-operate to perform:

1 One-Off Payments;

Charity Donations;

Subscription Set up, Payments and Management;
Refunds;

Single Click Purchasing;

Web based Payments;

Web based Subscription set up;

Catering for Web based returning Purchasers;

MSISDN Pass Through, and

=A =/ =4 =4 =4 -4 -4 -4 -4

Customer Care.
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The Trusted Mobile Payment Framework supports the purchase of goods or services initiated during
a web browsing environment, mobile internet and mobile broadband sessions for which the charge is
applied to the mobile account.

The following sections detail the rules that must be followed by Accredited Payment Intermediaries,
both in general and when each of the aforementioned services is provided.

The core of the Trusted Mobile Payment Framework is a series of WAP / XHTML screens that are
presented to the mobile Consumer by the Accredited Payment Intermediaries at the point that the
Consumer has made the purchase decision on the Merchant site. These screens have specific
layouts and specified wording for the transaction flow throughout the purchase to the point where the
Consumer is then handed back to the Merchant for Service Delivery.

By presenting these screens, the Consumer has a clear and unambiguous notification of the pricing
of the Merchants products, the terms related to that pricing and any other conditions related to the
purchase and are able at that point, to exit or to continue the purchase with a positive opt-in / out.

The overall flows of the WAP / xHTML screens are as follows (the screens in yellow are served only
by the Accredited Payment Intermediary):

)
Faviort Merchant Site
Success business logic
for delivery of
( \ 4 \ Screen ] :> service

Merchant Payforit

Site Product
purchase or Payment
checkout
:> Notification N————— \. y,

Screen /_\ /ﬁ
Payment Merchant Site
. business logic
— — Failure :> for 9
unsuccessful
Screen charge

— \ J
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For Web screens there are 3 core flows 1 two of them using SMS messages to verify the user and

the third is for returning users who have previously set up passwords

Flow 11 MT SMS

Payforit
Password
Creation

Payforit )
Success M_erchant
Screen |J———— > Site
) ( ) business
Merchant Payforit Payforit .| consumer :jogi_lc for f
Site MSISDN Payment y| validates elivery o
Entry Code MSISDN service
Sent by through \_ /
SMS Code Entry b . /—\
aymen
) \ ) H Fai)llure Merchant
Consumer receives code A |=> Site business
creen
by SMS logic for
unsuccessful
charge
Flow 217 MO SMS Payforit

Password

Creation

Payforit
Success
Screen

Merchant Payforit Consumer
Site Code _ validates
Generation MSISDN by
sending
Code
\_

Payment
Failure

Screen

)

Merchant
Site
business
logic for
delivery of
service

—

)

Merchant
Site
business
logic for
unsuccessf
ul charge

—
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Flow 31 Returning User

Merchant
Site

User

validated,

no )

payment C———— | Merchant

needed Site
business
logic for
delivery of
service

Payforit Payforit

Success
Screen

Password

)

Merchant
Site business
logic for
unsuccessful
charge

—

Payment
Failure
Screen

Payforit
Password
Changing

General Payforit Scheme Rules

R2.1

R2.2

R2.3

The Accredited Payment Intermediaries must construct a technical environment whereby
the Consumer who is about to accept a charge for a product or service offered by the
Merchant does so only in the Accredited Payment Intermediaries6technical environment
and that interaction between the Accredited Payment Intermediaries and the Consumer is
logged for audit purposes. It shall not be possible for a Merchant to instruct an Accredited
Payment Intermediary to perform charges to a Consumer without the Consumer
accepting the charge through the Payforit screens served only by the Accredited
Payment Intermediary.

The Mobile Operator Code Extension for Subscription Services ( 6 Co d e
(www.short-codes.com), as amended from time to time, must be followed. Where the
behaviour expected under the Trusted Mobile Payment Framework is in conflict with the
Code Extension, the latter will supersede the former. However, it should specifically be
noted that there is an exception to this rule in relation to subscription services sign-up.
For subscription services operated by Accredited Payment Intermediaries within the
Trusted Mobile Payment Framework, these Scheme Rules remove the need for any MO
text based subscription message as part of the sign-up process.

Where a Consumer is accessing a Merchant service via a mobile device (rather than a
computer) the device User Agent Profile (UAP) must always be used to ascertain the
capabilities of a Consumer's mobile device. Accredited Payment Intermediaries must
ensure, in cooperation with their Merchants and to the best of their endeavours, using the

10/84
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UAP, that mobile goods and services not compatible with the Con s umer 6 sevioeo b i | €
are not offered to those Consumers for purchase. This is intended to help
avoid subsequent customer care issues.

R2.4 Where a Consumer is accessing via a computer (e.g. PC, laptop, Mac, netbook) rather
than a mobile handset, the web flows in Section 5 must be used.

R2.5 Where automated MSISDN detection is not possible from certain devices (e.g. iPhone,
Blackberry etc.) and/or gateways, the web payment flows outlined in Section 5 of these
Scheme Rules must be used unless a secure method of MSISDN identification, approved
by the MNOs, has been used.

R2.6 All new releases of the Trusted Mobile Payment Framework will be available at least 30
days prior to becoming contractually binding. Please refer to the Change History table on
page 2 for implementation dates. MNOs reserve the right to instruct new requirements to
shorter timescales in accordance with legal and regulatory requirements.

R2.7 Amendments to the framework required to maintain or enhance its integrity and security
may be issued mandating compliance in a timescale proportionate to the threat being
addressed.

R2.8 Conduct by Merchants that may cause distress or have the potential to harm an MNOG6 s

Consumer will be subject to individual MNO product compliance policy(ies) and
associated procedures. MNOs independently withhold the right to act in these
circumstances, in accordance with contracts.

R2.9 Multiple breaches of the Trusted Mobile Payment Framework Scheme Rules will invoke a
review of an Accredited Payment I ntermedi ary
each MNO.

R2.10 VAT treatment of revenues will be consistent with MNO agreements.
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3 WAP /xHTML Rules and Screen Templates

This section details the screen templates that are to be displayed on mobile devices where MNO
automatic MSISDN transfer has provided the MSISDN of the user to the Accredited Payment
Intermediaries. The wording to go in the templates and the logical flows are broken down by type of
transaction (e.g. one-off purchase, subscriptions etc). These templates should be deployed in
conjunction with the Payforit logo rules and Style guidelines in Appendices A and B.

Templates are detailed for the following screens:

1. Pricing Notification Screen i this is the first Payforit screen shown to the Consumer, asking
for acceptance of payment. There are three types of transaction and three templates to suit
branding and screen sizes.

2. Payment Success Screen 1 to show the Consumer that the payment / transaction has been
successful. There are 6 options available covering marketing opt-in requested or not, single-
click opt-in requested or not, a version with timed redirect and a version with no Payment
Success screen

3. Payment Failure Screen i when the transaction / payment has not been successful
And for the following transaction types:
i. One-off payments
ii. Charity donations and subscriptions
iii. Subscription set up (excluding charity)

Also described in this chapter are the Payforit Single Click rules

3.1 General WAP Rules

R3.1.1 On any eCommerce pages where the Payforit logo should appear (either browsing or
transactional pages), it should always be presented in conjunction with the relevant
network Op e r at o rudirg thé ralgs®et out in Appendices A and B.

R3.1.2 All Payforit payment screens presented during and after the processing of a payment
must be served, on behalf of the Merchant, to the Consumer directly by the Accredited
Payment Intermediaries and not by the Merchant.

R3.1.3 All charges made tothe Consumer sd mobil e ac combehalf ofmhes t b
Merchant, to the MNO directly by the Accredited Payment Intermediaries and not by the
Merchant.

R3.1.4 The payment screens content must be presented following the templates and with the
appropriate wording for the type of transaction.

R3.1.5 If the Merchant branding appears at the top of the previous page, then to keep
consistency from previous Merchant pages and to clarify the payment is for goods from
that Merchant, the Merchant logo may remain at the top of the Payforit payment pages.
This is illustrated for the Pricing Notification Screen in Option B. No Merchant logos are
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allowed on the O2 network, all payment pages on the O2 network must be presented as
Option A or C.

R3.1.6 Where a Merchant logo is permitted on all payment screens presented before, during and
after the processing of a payment, under the circumstances detailed in R3.1.5, the
maximum height of the Merchant logo allowed is 40pixels, on all handset screen sizes.

R3.1.7 If the Merchant logo does not appear at the top of the previous Merchant page and the
handset screen width is 240 pixels or above then the layout should be presented as
Option A. No other text, logo or brand is permitted on any of the payment screens.

R3.1.8 If the Merchant logo does not appear at the top of the previous Merchant page and the
handset screen width is between 176 and 240 pixels then the layout should be presented
as Option C. No other text, logo or brand is permitted on any of the payment screens.

R3.1.9 For screens of below 176 pixels width, text only (no graphic logos) will be used.

R3.1.10 Note that for charity donations, the Payforit payment pages do not make any reference to
Gift Aid or the amount of the donation which goes directly to the charity. We would
expect that if this is desired information this would be displayed on the charity / Merchant
pages before / after the Payforit pages.

3.2 Variables Used Within Mandated Wording

R3.2.1 <Merchant> - this must be the Merchant shop/site name with a maximum of 40
characters. Furt her i nf ormation about the Merchantos
Terms and Conditions hyperlink as below

R3.2.2 <Merchant Helpline> - a mandatory non-premium rate helpline

R3.2.3 <Content> or <Content Package> 1 a clear statement that allows the Consumer to
associate the payment with the product / service being purchased with a maximum of 40
characters.

R3.2.3.1 If the content being purchased is a basket containing a number of items then the
<Content> or <Content Package> can indicate this, and. g.
game BO

R3.2.3.2 If the content being purchased is an in-application charge (e.g. multi-level game where
each level is charged) then the <Content Package> should indicate this clearly.

R3.2.4 <Price> or <Amount> - the price must be clear and not misleading in any way. This will
mean giving the full price of the service. Pricing information must be prominently
displayed and easy to understand. The price must be presented in sterling and use the £
symbol to prefix the numerical amount. If under £1.00 in value the price must be
expressed as AO0. XX. Do not use the O6pbd abbre:

R3.2.5 <Billing Frequency> - the frequency with which the Consumer will be charged for
subscription services. This must be clear and unambiguous and must be in units of time
(e.g. hour, day, week, month)

13/84
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R3.2.6

R3.2.7

R3.2.8

R3.2.9

R3.2.10

<Period / Date> - the period or date defining the end of a free initial period for
subscriptions. This must be clear and unambiguous and must be in units of time (e.g.
hour, day, week, month)

<Event> - for event-based subscriptions (e.g. event-based sports text alerts) then the
<Event> is a clear definition of the event that triggers a charge to the Consumer. If the
event is triggered from an application, then this should be clearly indicated.

<MSISDN> is the MSISDN (mobile number) of the account that is to be charged or
verified.

<Shortcode> is the text shortcode that the Consumer will use to send STOP to cease
subscription services or to cease marketing from <Merchant>

<Initial Charge> is the single charge applied to the Consumer who has joined a
subscription service, usually applied prior to subscription charges

3.3 Pricing Notification Screen

The Pricing Notification Screen provides the Consumer with unambiguous and comprehensive
information about the purchase that they are about to make and provides an exit mechanism if they
decide that they do not wish to go ahead. As such it is a critical screen and the wording on this
screen for each purchasing method is mandated.

There are 3 versions of the Pricing Notification Screen template as shown below:

1 Option A - No Merchant branding and screen width of 240 pixels or greater

1 Option B - Merchant branding and screen width of 240 pixels or greater

9 Option C - No Merchant branding and screen width below 240 pixels.

The layouts of the Pricing Notification screens to be presented to the users are as follows:
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TRUSTED PAYMEMTS BY PRYFORIT

Trusted Payments by Payforit strip as
per Appendix B

Click PAY NOW to get
<Content>
from
<MERCHANT>
for
<Price>

Mandated wording per purchase type
detailed as per R3.3.8

Payment acceptance and cancel

buttons as per R3.3.6 and R3.3.8
What is Payforit?

Terms & Conditions

Operator Data Charges may apply

Information hyperlinks as per 3.6

Shop helpline 01234 567890 __ |

TH
Operator and Payforit logos as per
Mllq | Appendices A and B,

orange” 1

_

7

N

7

S

7

N

e

Non-premium rate helpline as per

Figure 1 Option A No Merchant Branding R3.2.2

Merchant branding as per R3.1.5 and

R3.1.6
Click PAY NOW to get
<Content>
from ;
Mandated wording per purchase type
<MER&':_|ANT> detailed as per R3.3.8
<Price>

Payment acceptance and cancel
buttons as per R3.3.6 and R3.3.8

\ Tr

—>
I
' Mh M Operator and Payforit logos as per

—

6

Appendices A and B, followed by
O6TRUSTED PAYMENT
PAYFORI T6 strip as

TRUSTED PAYMENTS BY PRYFORIT

What is Payforit? —
Terms & Conditions

Operator Data Charges may apply

Information hyperlinks as per 3.6
Shop helpline 01234 567890 ™

Figure 2 Option B Merchant Branding Non-premium rate helpline as per
R3.2.2
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9 payfor

vodafone

TRUETED PAYMENTE EY PATYFORIT

Click PAY NOW to get
<Content>
from
<MERCHANT>
for
<Price>

CAHCEL

What is Payforit?
Terms & Conditions
Operator Data Charges

may apply

Shop helpline
01234 567890

Figure 3 Option C Screen below 240 pixels

The Pricing Notification Screen therefore includes:

R3.3.1 Merchant Logo if appropriate (see R3.1.5)

R3.3.2 Operator/Payforit Logo module as detailed in Appendices A and B
R3.3.3 Mandated wording for the description as per R3.3.8

R3.3.4 The information hyperlinks for What is Payforit?, Terms and Conditions and Operator
Data Charges may apply as per 3.6

R3.3.5 <Merchant Helpline>
R3.3.6 Navigation i The Pricing Notification Screen must allow the Consumer to select:

R3.3.6.1 A payment acceptance button to confirm the transaction / payment (mandated wording
defined per type of transaction as per R3.3.8, e. g. ifiPay nowbo, i Subsc
n o Wi confirm the payment. This may be presented as the default link on the payment
acceptance page;

R3.3.6.2 Once the Consumer has confirmed their transaction / payment, they must be presented
with information that clearly communicates whether the payment was successful or
whether it failed. See section R3.4

R3.3.7 A buttonto 6 C a n c etfartsactioh /gpayment and navigate back to the Merchant site;
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R3.3.8 Mandated Wordings for Pricing Notification Screen

There are seven different transaction types which are supported under Payforit. The mandated
wording for each transaction type is defined in the table below.

Type of transaction Description Payment
acceptance
button

One-off payment Click 6Pay Nowd t o|PAYNOW

<Merchant Shop> for <Price>

One-off charity Click O6Donat e <¥ocer0] DONATE

donation to <Merchant>

Charity subscription Click O6Donat e <¥ocer6l DONATE

to <Merchant> per <Billing frequency>

Standard subscription | Cl i ¢ k 0 SNowds ctr a<Gapterit | SUBSCRIBE
package> from <Merchant> for
<Price> per <Billing Frequency>

Subscription with initial | Cl i ¢ k &6 SNowds ctroi bgee t | SUBSCRIBE
free period Package> from <Merchant> free until
<Period / date> and then be charged
<Price> per <Billing Frequency>

Subscription with initial [ Cl i ¢ k 0 Nowbds ctroi bgee t | SUBSCRIBE
charge Package> from <Merchant> for an
initial charge of <Initial Charge> plus
<Price> per <Billing Frequency>

Alerts / event-based Cl i ck O SNow &ocgeti<Goatent | SUBSCRIBE
subscription Package> from <Merchant>. The cost
of each <Event> is <Price>

OR

Cl i ck 6 SNiobwtdcgeti<@oatent
Package> from <Merchant> free
for/until  <Period/date> and then
charged at <Price> per <Event>

One-Off Payments must be used by Merchants when charging a Consumer for goods or services
where no recurring charge needs to be applied and the payment is a single, complete payment for
the service.

Charity donations are a type of one-off payment or subscription. For charity subscriptions,
Subscription Rules in this section and section 4 apply.
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Subscriptions are an agreement by a Consumer to allow their mobile phone account to be charged
on a recurring basis determined by the type of subscription. The agreement will include terms to the
Consumer limiting the subscription either by time, monetary value or quantity of goods. The
Consumer will have an exit mechanism.

There are currently 4 types of subscription;
1 Standard,
1 With initial free period,
1 With initial charge,
1 Alerts-based.

See section 4 for more Subscription rules.
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3.4 Payment Success Screen Templates

Where the payment was successful, the Payment Success Screen must be hosted by the Accredited
Payment Intermediary. The Payment Success Screen is where the Accredited Payment Intermediary
can request an opt-in from the Consumer for marketing messages and for use of Payforit Single
Click. There are six possible scenarios for the presentation of the Payment Success Screen:

Marketing opt- | Payforit Single Other specifics
in requested? | Click opt-in
requested?
Option 1 Yes No
Option 2 No No
Option 3 No No Timed redirect
Option 4 No No No screen, Consumer is taken
directly to Merchant screen i
SMS receipt is mandatory
Option 5 Yes Yes
Option 6 No Yes

Where a payment is successful and Payforit Single Click and marketing opt-in presentation is not
required (Option 3 above), the Payment Success Screen can be served as a timed redirect page that
does not require the Consumer to click to proceed to the content/Merchant. In this option, there is no
possibility to opt-in for Payforit Single Click or marketing. A provision should be made however for a
clickable link in case the timed redirect does not occur. A maximum of 15 seconds is recommended.

Where a payment is successful and marketing opt-in presentation is not required (Option 4 above), it
will be possible to automatically redirect the Consumer to their content/Merchant without serving the
Payment Success Screen. In this option, there is no possibility for the Consumer to opt-in for Payforit
Single Click or marketing.

R3.4 Payment Success Screen template

The screen template below shows marketing opt-in and Payforit Single Click opt-in being requested
as per Option 5 in the table above. If other options are being used, the relevant sections are omitted.
For Option 4 there is no Payment Success Screen at all.
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MObllE‘

TRUSTED PAYMEHTS BY PRYFORIT

Thank you.
You have been charged —]
<amount>

or
<PRODUCT/SERVICE>
from
<MERCHANT>

By clicklnP CONTINUE vyou confirm
your Payforit Single Click and your
marketing preferences below

COMTIMUE

Yes, I want free updates on simila+]
products, services and related
special offers sent to my mobile by
<MERCHANT>.

v —

Yes, I want to use Payforit
Slngfe Click from now on with
<MERCHANT>.

] —

What is Payforit Single Click?
What is Payforit?
Terms & Conditions
Operator Data Charges may apply
—1

Shop helpline 01234 567890

Mandated Wordings for Payment Success Screen
see R3.4.13

Service Delivery and Preferences Wording
R3.4.13

Marketing opt-in (optional) as per R3.4.9

Payforit Single Click opt-in (optional) as per
R3.4.10

Additional hyperlink if Payforit Single Click opt-in
is beingrequested-A What i s Payfo
Cl i c #k@sdsefto help text as in R3.4.10

\\\\\\

Non-premium rate helpline as per R3.2.2

The Payment Success Screen will include:

R3.4.1 Operator/Payforit Logo with optional Merchant branding as detailed in R3.1.5

R3.4.2 Mandated wording for the description as per R3.4.13.1

R3.4.3 Mandated wording for the service delivery and preference confirmation message as per

R3.4.13.2

R3.4.4 Optional marketing opt-in text and clickable box as per R3.4.9

R3.4.5 Optional Payforit Single Click opt-in and clickable box as per R3.4.10 and additional

h y p e r WhatriskPayfiorit Single Click?0

R3.4.6 The information hyperlinks for What is Payforit?, Terms and Conditions and Operator
Data Charges may apply as per 3.6

R3.4.7 <Merchant Helpline>
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R3.4.8 It is recommended that an SMS receipt should follow the transaction and suggested
wording of this receipt is as per R3.4.11 below.

R3.4.8.1 If a time delay between Consumer confirmation and network billing response is
anticipated, Mer chants can optionahdBRaymsener ve
Success Screen to increase site usability with a clickable link to proceed manually if the
screen timeout fails.

R3.4.8.2 When a Payment Success Screen is not shown and the Consumer is taken directly to the
Merchant site then Accredited Payment Intermediaries must ensure that Merchants make
it clear on the first post-payment screen presented to the Consumer that the payment has
been successful.

In situations where a Payment Success Screen is not presented, a receipt must be sent
to the Consumer by SMS to confirm the transaction using the wording as per R3.4.11.

Based on the UAP of the handset, the Accredited Payment Intermediary should decide
when is the most appropriate time to send the SMS receipt. Consideration should be
given to avoid interruptions to the mobile browsing session (recommend within 1 hour).

R3.4.9 Marketing opt-in check box mandated wording. If a marketing opt-in is being requested,
the screen must contain wording to allow a Consumer to give permission for their mobile
phone number to be used by the Merchant for marketing its own same or similar services
only. The wording must read;

dres, | want free updates on similar products, services and related special offers
sent to my mobile <MSISDN> by <Merchant> 6

R3.4.9.1 The opt-in check box can be pre-checked on all networks.

R3.4.9.2 Where the Consumer has previously opted in to marketing, or the Merchant manages
marketing opt-ins through another legitimate and auditable process, or the Merchant does
not wish to request marketing opt-in, the marketing opt-in presentation is not mandatory
as long as the conditions of use outlined below are adhered to.

R3.4.9.3 Conditions of use for marketing opt-in are thata Consumer 86s per sonal d
has been gained through normal SMS/IVR or other legitimate means and a warning of
fsoft opt-ind t o f ut ur bas beerr previddd natpng with instructions to the
Consumer for how to opt-out (e.g. STOP to a shortcode).

Alternatively, the Consumer may previously have opted-in via approved Accredited
Payment Intermediaries-hosted Payforit screens during a prior purchase transaction.
Merchants must provide an opt-out facility (in accordance with legal and regulatory
requirements) within the Merchant shop and with all marketing communication from that
point onwards. All marketing opt-in/out processes must be auditable.

R3.4.9.4 Where a Consumer can be identified as having previously purchased a service from a
Payforit Merchant and have had their marketing preference stored with that Merchant, it is
not necessary for Accredited Payment Intermediaries to present a new marketing opt-in
during subsequent Payforit purchases by the Consumer for this Merchanté s s i t e.

R3.4.10 If a Payforit Single Click opt-in is being requested to grant or remove permission for
Single Click to be used by the Merchant for future purchases then the wording must state
the following:
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dres | want to use Payforit Single Click from now on with <Merchant>6 .

This box may only be pre-ticked if the Consumer has previously used Payforit Single Click
with the same Merchant and the time / value limitation has expired.

If a Payforit Single Click opt-in is being requested, a hyperlink must be included as
follows:

What is Payforit Single Click? - this is a link that leads to a separate page containing
the words:

'Payforit Single Click' lets you buy from this Merchant again with just a single click.

You opt in to use this facility and once you have spent £20 or 30 days has elapsed,
you will be asked if you want to continue to use Payforit Single Click. You are
always in control. Want to know more? 0

If a Consumer clicks on the_fiWant to know more?0 hyper |l ink they wil
separate page containing the words:

OWhen you buy goods or te gouwillmersallyf weocaskedtthi s s
confirm each purchase on a separate Payforit payment page.

Payforit is the trusted mobile payment framework supported by your mobile
network operator. If you are going to make multiple purchases from this Merchant,
you can opt in to using Payforit Single Click which makes the payment quicker and
easier.

You retain control by re-confirming your desire to use Payforit Single Click every
A20 spent or 30 days el apsed. 0

R3.4.10.1 To minimize the number of clicks and negate a back button, it is optional that the entire
previous page may be replicated underneath tl

R3.4.11 SMS Receipt. An optional SMS receipt may be sent after the transaction, with the

wording;
AiThank you. You hawamolneear <Gohtent>grerd <Merchant>.
Help: <Merchanth el pl i ne >0

It is recommended that a URL is contained within the receipt that leads the Consumer
back to the content or the Merchant site if the browsing session was interrupted.

R3.4.12 Where technically possible, downloads can start when a Consumer has clicked on the
6Ser vi ce anD @deferenees Confirmation Me s s age 6 Payrmmem Stcbees
Screen, e. g. Oclick here to start your downl oad

R3.4.13 Mandated Wordings for Payment Success Screen

R3.4.13.1 Description Wording

There are several different transaction types which are supported under Payforit, and the mandated
wording for the description for the transaction types varies as defined in the table below.
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Type of transaction Description

One-off payment Thank you. You have been charged <Amount> for
<Content> from <Merchant>

One-off charity Thank you. You have donated <Amount> to <Merchant>

donation

All subscription types Thank you. Your subscription has been set up. Your
subscription will continue until you text STOP to
<Shortcode>

R3.4.13.2 Service Delivery and Preferences Wording

The service delivery and preference confirmation message allows the Consumer to click to go to the
goods / service, and ensures that the Consumer is informed of any opt-ins being requested. The
mandated wording below must be contained within the message. The mandated wording varies
dependant on whether a marketing opt-in and / or a Payforit Single Click opt-in is being requested. In
all cases the message must include a clickable link to continue to the content.

The text either wraps around a clickable link to progress to the next part of the Consumer flow or the
text is adjacent to and preceding a clickable button.

The positioning of the mandated text and the link to the content must give the Consumer the
opportunity to uncheck the marketing preferences box prior to proceeding to any subsequent pages
or service delivery.

The mandated wordings are as follows:

Option and opt-ins Mandated element of wording
requested

Option 1 - Marketingopt-in |6 6 youi rcmnyfour mar keting p
only

Option 27 None No mandated wording (though must have the
clickable link).

Option 3 7 None and a | None but must include clickable link in case the
timed redirect Consumer is not redirected

Option 4 T None and no | None (as no success screen shown)
success screen

Option 5 - Both marketing [iyou confirm your mar k et

opt-in and Payforit Single |[Cl i ck preferences bel owod
Click opt-in

Option 6 - Payforit Single [iyou conf i r mtgioglerClicR prgfdrencei
Click opt-in only bel owo
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3.5 Payment Failure Screen template

Where the payment failed, the payment failed screen must be hosted by the Accredited Payment
Intermediaries with the following template:

T

TRUSTED FAYMENTS BY PRYFORIT

Mandated text as per R3.5.1
Oops! // P

There has been a problem with
the transaction. You HAVE NOT
been charged.

<Reason for failure> 1 As per R3.5.3 i no mandated text but
reasons coul d i ng
credit o, Afwvelr i Aagedo d
What is Payforit?
Terms & Conditions
Operator Data Charges may apply
Shop helpline 01234 567890
The screen must include:
R3.5.1 Not charged message 1 the Consumer must be clearly told that they have not been

charged with the following text: @ops! There has been a problem with the transaction.
You HAVE NOT been chargedé

R3.5.2 Operator/Payforit Logo and optionally Merchant Logo as detailed in R3.1.5;

R3.5.3 Reason for failure i where technology and Operator interfaces permit, a reason for the
failure must be provided in a clear user-friendly form.

R3.5.4 A button must be provided,and| abel | ed &CONTDI MUEBENtuMmear to retum
to the Merchant site. Consideration should be made to allow Consumers to purchase
alternative content if the payment failure was due to insufficient pre-pay credit.

R3.5.5 <Merchant Helpline>

R3.5.6 The use of two-phase transactions, with or without fund reservation, is not a mandatory
requirement of the scheme, but may be implemented where individual MNO billing
solutions permit.
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3.6 Information Screens for Hyperlinks

R3.6.1 What is Payforit hyperlink (What is Payforit?) i this must be presented which links to the
following text:
fiPayforit is the trusted payment service supported by Orange, 3, O2, Vodafone and
T-Mobile and provided by approved payment services providers known as
Accredited Payment Intermediaries. Payforit is the easy way to buy goods and
services using your mobile phone or broadband dongle and charge the amount
directly to bill or pre-pay credit. When you see the Payforit logo, you can pay with
your mobile, knowing the payment service is safe, approved and supported by your
net work operatoro.
A back button must be provided to link back to the payment screen.
R3.6.1.1 To minimize the number of clicks and negate a back button, it is optional for the entire
previous page to be replicateddundetrnaatdi $ il
O, rayferr
2 |
TRUSTED PAYMENTS BY PAYFORIT
N\ TM What Is Payforit?
. Mh Payfo_rit is the trusted payment
- 5703, Vodatone and T.vobie
TRUSTED PAYMENTS BY PAYFORIT and provided by trusted
companies known as Accredited
Click PAY NOW to get Payment Intermediaries.
<Content> Payforit is the easy way to buy
from goods and services using
<MERCHANT> your mobile phone and charge
for the amount directly to bill or
<Price> pre-pay credit. When you see
the_Payforit IogcA, you can
What i Payfori? e
Operator Data Charges may apply
Shop helpline 01234 567890 Click PAY MOW to get
<MEI;?PTANT>
<Pr‘i)(|;e>
[ canceL |
What is Payforit?
Terms & Conditions
Operator Data Charges may apply
Shop helpline 01234 567890
R3.6.2 Data Charges (Operator Data Charges may apply) - this must be presented as a
hyperlink which links to the following text:
6You may be charged for dat a usage whil e
accordance with your networks standard data tariffs, dependant on your data
bundle / tariffé
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Please note that individual Mobile Network Operators may require Accredited Payment
Intermediaries to present specific links and data pricing wording in this section, in
preference to the generic wording outlined above. A back button must be provided to link
back to the payment screen.

R3.6.2.1 To minimize the number of clicks and negate a back button, it is optional for the previous
page to be replicated underneath the Data Charges text referenced above.

R3.6.3 Terms and Conditions (Terms and Conditions) i this must be presented as a hyperlink
which links to view a summary of the Merchant and payment service Terms and
Conditions and, where relevant, an Operator-provided Terms and Conditions summary. A
back button must be provided to link back to the payment screen. The Terms and
Conditions must, at a minimum, contain:

R3.6.3.1 The trading or operating name of the organisation;
R3.6.3.2 The registered address of the trading company;

R3.6.3.3 A mandatory non-premium rate helpline, an optional email address and/or a web URL.
(Please refer to 4.7 for Customer Care Handling Rules)

R3.6.3.4 To minimize the number of clicks and negate a back button, it is optional for the entire
previous page to be replicated underneath the Terms and Conditions referenced above.

3.7 Payforit Single Click Processing Rules

Payforit Single Click purchasing is an optional extension to the Payforit scheme that allows for
Consumers to choose a more rapid payment method for multiple purchases from the same Merchant
on WAP. The Consumer must be initially taken through the full Payforit payment flow before they
are presented with the option to use Payforit Single Click for their next purchase(s) from the same
Merchant. The sign-up to Payforit Single Click is done on the Payment Success Screens templates
using option 5 or 6 (as per R3.4).

Once the Consumer agrees to use Payforit Single Click for future purchasing from that Merchant,

the Accredited Payment Intermediary will present a small clickable image containing the price of the
item directly into the MeQorstmemtd dick the image wregnfirnm theq u i r i
charge to their account.

To allow Consumers to control their preferences with minimal complexity, their opt-in must be re-
confirmed after reaching the monetary value or time period defined below.

R3.7.1 All payment screens presented before and during the processing of the first payment
must be served, on behalf of the Merchant, to the Consumer directly by the Accredited
Payment Intermediaries and match the screens and rules determined by section 3.1 to
3.5 (One-off Payment Processing Rules).

R3.7.2 Provided the Consumer has opted in for Payforit Single Click after the initial purchase
from the Merchant, all future purchasing from the Merchant is confirmed by the Consumer
clicking the appropriate Payforit Single Click image / button (refer to Appendix B: Style
Guidelines) served by the Accredited Payment Intermediaries i nsi de t he Mer
screens at the appropriate point. The image / button will contain the Payforit logo and the
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price of the transaction (refer to Appendix B: Style Guidelines for the Payforit Single Click
button design).

R3.7.3 Once the Consumer has spent £20 with the Merchant using Payforit Single Click or 30
days has lapsed since opting in to Payforit Single Click (whichever occurs first), the
Consumer must be presented with the Payforit Single Click opt-in screen as per 3.4
where they can confirm continued use of Payforit Single Click.

R3.7.4 Where a Consumer switches networks (prior to the £20 spend and the 30 day limitation)
the Accredited Payment Intermediary must present the Consumer with the full Payforit
payment flow as Single Click opt-in must be renewed.

R3.7.5 After the Consumer has been taken through the full Payforit Payment flow, the Accredited
Payment Intermediary may optionally present a Merchant branded account preferences
management screen to the Consumer linked from the Merchant pages. The wording for
Payforit Single Click opt-in must be presented as per 3.4.

R3.7.6 Technical implementation of the Payforit Single Click payment image / button and
integration into Merchant sites may vary according to the needs of the Accredited
Payment Intermediaries and their Merchants, but the following principles are mandatory;

R3.7.6.1 The price (including tax) of the goods/service in the payment image / button must only be
presented by the Accredited Payment Intermediary. The price must be clear and not
misleading in any way. Pricing information must be prominently displayed, easy to
understand and presented in context to the item being purchased.

R3.7.6.2 There must be no opportunity for the Merchant to change the image / price presented by
the Accredited Payment Intermediary.

R3.7.6.3 The payment image / button, called by the Merchant from the Accredited Payment
Intermediaries, mu st be |Iinked to the Consumer6s MS
use or after a short period of time of no usage no greater than 30 minutes.

R3.7.6.4 There must be no opportunity for the Merchant to present the image containing a price
that is different from the charge being appl |

R3.7.6.5 The Accredited Payment Intermediaries must ensure through audit that a Merchant
cannot present multiple price images [/ buttol
confuse the Consumer into selecting the incorrect price for the product being purchased.

R3.7.6.6 Where multiple price points are presented to a Consumer in a single page, the default
link / cursor must reside on the first price in the page or the lowest priced item and it must
be made clear to the Consumer that this is the default link.

R3.7.7 Prior Permission

R3.7.7.1 Proposals for Payforit Single Click implementation should be presented to the Payforit
Management Group. Accredited Payment Intermediaries can only operate Payforit Single
Click after receiving permission from the Management Group.

R3.7.7.2 Permission will be based on details of the technical implementation, the measures to
ensure the security of the transactions from
artwork for the pricing images / buttons that will be served.
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R3.7.7.3 Where an application is rejected, this will be given with enough information to enable an
Accredited Payment Intermediary to modify their systems and re-present the application
to the Management Group for consideration. Any subsequent failure to operate the
Payforit Single Click scheme in a manner that protects Consumers from harm will result in
removal of the permission to operate the scheme.

R3.7.7.4 Mobile Network Operators may independently refuse operation of Payforit Single Click on
their network and may also demand that Merchants need to be pre-approved before they
are permitted to run the scheme.

R3.7.8 Payforit Single Click pricing presentation in

R3.7.8.1 The default Payforit Single Click pricing image / button must be presented immediately
next to the content being purchased and in context to the content being purchased. The
image / button will contain the Payforit logo as presented below and the retail price of the
product being purchased. There can be no deviation from the Single Click designs
presented in Appendix B: Style Guidelines for Single Click design unless Accredited
Payment Intermediaries have received permission to use other artwork from the Payforit
Management Group.

R3.7.8.2 Once the Consumer has confirmed their purchase by clicking the image / button and the
Accredited Payme nt I ntermedi ary has made a success
account, the Consumer must immediately be taken to the content delivery, images or
other fulfilment mechanisms as determined by the Merchant service.

R3.783 | f the charge t o t hails, Meochasts mustrséng a Raymeotuailtire f
Screen as per 3.5

Sample user flow:

N Y Y Y

Merchant Payforit Payforit Merchant
: site
First Pricing Payment Download
urchase Buy or go -~ Notification ~| Success -~ content
P to checkout Screen Screen with
Single Click
opt-in
Consumer selection Payforit including Single Click opt-in Get content
Merchant Merchant Payforit Payforit
site with
Subsequent payforit #=——> Download s=——{ Payment =——~ Payment
h Single Click content acceptance success
purchases | pyon screen screen  with
Single Click
opt-in

N N 7 N

il £20 or 30 da
Consumer selection and purchase Back to full Payforit including re-opt-in
On Merchant site using Payforit when £20 or 30 days limit reached

Single Click button
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The Payforit Single Click button is to be shown as defined in Appendix B. Examples of the two
buttons (for different screen sizes) are as follows:

. Flat version for
Attitude Problem

‘ wider screens = Actitude Problem [etetd
Rubbish Records g o m
£1.99 4 Rubbish Records Single Click

Single Click

(I'Won't) Get Up

Stacked version RSN \\on) Gec Up D)
Lullaby Discs for narrow ‘ : W
5 Single Click

£1.99 Lullaby Discs

single Click screens
Imaginary Boys £1.99
Revolver Records s;ﬁg

Imaginary Boys

Revolver Records

£1.99
Single Click
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4 Post-processing rules

The rules in this section apply to transactions whether they are initiated via a WAP session (Section
3) or via a web session (Section 5). They cover post-transaction communications and actions
regarding subscriptions as well as Customer Care, Auditing, Refunds and MSISDN pass-through.

4.1 General rules for subscriptions

R4.1.1 When a subscription is set up, Accredited Payment Intermediaries must send a free (to
Consumer) SMS using the following text template:

(Note: Where PSMS billing is used, this may be in the charge message)

dFreeMsg] U are subscribed to <Content Package> for <Price> per <Billing
frequency> until you send STOP to <Shortcode>. Helpline: <Merchant Helpline> 6

R4.1.2 Consideration should be given to the timing of the SMS receipt to avoid interruptions to
the mobile browsing session (recommend within 1 hour). Based on the user agent profile
of the handset, the SMS receipt could be immediate.

R4.1.3 Where a subscription service includes an initial free period, the Accredited Payment
Intermediary must send a free (to Consumer) SMS using the following template:

dFreeMsg.] U will be subscribed to <Content Package> for <Price> per <Billing
Frequency>from <Date > unless you send STOP to <Shortcode>. Helpline
<Merchant Helpline> 6

This message may be delayed by up to 1/7th of the <Billing frequency> period to avoid
breaking the browsing session. Some individual MNOs may permit a longer period of
delay, subject to prior agreement.

R4.1.4 Where a subscription service includes an initial charge, send a free (to Consumer) SMS
using the following template:

0[] FreeMsg] U ed to eCostenbPackagebfor <Initial Charge> plus <Price>
per <Billing Frequency> until you send STOP to <Shortcode>. Helpline <Merchant
Helpline>6

R4.1.5 Alerts-based subscriptions - in addition to fixed price/term subscription services, e.g. £5
a month for a games download club, the Trusted Mobile Payment Framework also
supports subscriptions for browsing-initiated SMS/MMS alert services where service
delivery and associated pricing is per message and driven by events that the recipient is
interested in. Example services within this category are event-based sports, news and
financial SMS alerts. On subscription sign-up send a free (to Consumer) SMS using the
following template:
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R4.1.6

R4.1.6.1

R4.1.6.2

R4.1.6.3

R4.1.7

Notes:

O0[ Fr eeMsg] U ar e Coterd Packagd» dadt <Ptioe> per <Event> until
you send STOP to <Shortcode>. Helpline <Merchant Helpline> 6

or (where appropriate)

O0[ Fr eeMsg] U ar e Contert Packapdr dod <Ptice> per <Event> from
<Date > until you send STOP to <Shortcode>. Helpline <Merchant Helpline>6

Application based Subscriptions: Where subscription set up is used to pre-authorise
charging within an application (e.g. a multi-level game where each level incurs a charge)
then the Consumer must be presented within the application with a charging notification
and positive acceptance to authorise the subscription charge. On subscription sign-up
send a free (to Consumer) SMS using the following template:

O0[ Fr eeMsg] U ar e Conterlt Packagd» dadt <Ptioe> per <Event> until
you send STOP to <Shortcode>. Helpline <Merchant Helpline> 6

Application based subscriptions - Prior Permission 7 All Application based
subscriptions must be presented to the Payforit Management Group. Accredited Payment
Intermediaries can only operate Application based subscriptions after receiving
permission from the Management Group.

Where an application is rejected, this will be given with enough information to enable an
Accredited Payment Intermediary to modify their systems and re-present the application
to the Management Group for consideration. Any subsequent failure to operate
Application based subscriptions in a manner that protects Consumers from harm will
result in removal of the permission to operate the Scheme.

Mobile Network Operators may independently refuse operation of Application based
subscriptions on their network.

Monthly and Spend Reminders: In line with the MNO Subscription Code extension
available from www.short-codes.com, Accredited Payment Intermediaries must send a
free-to-receive subscription reminder to the Consumer every month or every £20
whichever is the sooner, detailing the subscription service that the Consumer is in using
the wording methodologies detailed above plus the shortcode for the STOP command
and the <Merchant> helpline.

In-browsing pay-per-view or pay-per-page services must be managed via Payforit Single Click and
cannot be set-up or charged under the guise of a Payforit Subscription Service.

Additional templates or subscription types may be proposed by Accredited Payment Intermediaries

The Terms and Conditions for all types of subscription must contain the Merchant T&Cs including
details of the free monthly reminder and how to STOP the subscription charging.
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4.2 Subscription Payment Processing Rules

Once a subscription has been activated by a Consumer and set up with an Accredited Payment
Intermediary, a Merchant can request a payment from the Operator via the Intermediary.

When requesting payments against activated subscriptions, the Accredited Payment Intermediaries
have the following responsibilities:

R4.2.1 Ensure that only payment requests for valid, active subscriptions are communicated to
the Operator for processing.

R4.2.2 Optionally, send an SMS to the Consumer, indicating that either a charge has been
successfully applied or has failed to be applied (as applicable) to their mobile phone
account.

R4.2.3 Failed payment requests may be retried in line with individual Operator agreements.

R4.2.4 If the payment failed to be applied and an optional SMS is sent, the text of the SMS must
provide:

R4.2.4.1 Short description of goods/services (R3.2.3);
R4.2.4.2 The amount attempted to be charged using £ symbol,

R4.2.4.3 Failure reason - where technology and Operator interfaces permit, a reason for the failure
must be provided in a clear user-friendly form.

R4.2.4.4  Subscription Maintenance help location T details of where to go to administer the
associated subscription. This may be a helpline or URL for a self-care site.

4.3 Subscription Maintenance

Within the Trusted Mobile Payment Framework, Consumers must be provided facilities that enable
them to manage any subscriptions that they may have set-up.

The participants have the following responsibilities in this regard:

R4.3.1 Consumers must be provided facilities to be able to text a STOP command to terminate
any subscription that they may have active.

R4.3.2 <Merchant Helpline> must support Consumers wishes to cease subscriptions by either
advising of the shortcode to send STOP to or by ceasing it manually on behalf of the
Consumer.

4.4 Refund Processing Rules

The capability to refund a Consumer for goods or services charged for must be provided by the
Accredited Payment Intermediaries.

R4.4.1 Refunds must be provided in line with individual Operator policies and technical
capabilities.
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4.5 MSISDN Pass Through

Accredited Payment Intermediaries may, optionally, provide a service to their Merchants to pass
througha Co n s ume r 0 s aftdiSal PAyiibht transaction has been completed for the purposes of
Service delivery, customer support and (where Consumer permission permits) Marketing. Individual
MNO rules apply in this area and are summarised in the table below. For the avoidance of doubt,
Accredited Payment Intermediaries should consult individual MNO policies where available.

MSISDN To API To Merchant To Marketing Opt- Mobile Site
passed: for Inbound

Merchant In box 1 pre- Personalisation

for ticked (UK law on cookies
Service must be applied)
Delivery

Customer
Support

S )

vodafone

ASID=

<

See*
Note

See V

< <<

O, V

For pre-
approved
Conditions Apply scenarios

< < <<
<l <l< <
<

V Encrypted via
API| & requires

opt-out on site

Party |ID***

< << <

V

<
<

*Where API has tested and proved that the wording referring the user to their marketing preferences i s vi si bl e t
t he f o kdedce bemng usdd.
Vodafone.

*** PartylD is a unique reference number per subscriber on 3 and may be used for personalisation without the need for MSISDN
transfer.

Further terms and conditions apply, please see individual network contracts. All customer data is subject to all applicable law and
regulations governing the collection and use of personal information.

(o]

t

**ASI D refers generically to 6Anonymous Subscr i betPayfobt&ervicesarP |

f

<

4.6 MSISDN Pass Through Processing Rules

R4.6.1 MSISDN may be passed back to a Merchant in circumstances where it is necessary to
deliver or support the service that has been purchased by the Consumer, for example a
weekly subscription service that requires a WAP push message or MMS to be sent to a
Consumer. Where MSISDN or other ID is being used for mobile website personalisation
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R4.6.2

R4.6.3

R4.6.4

purposes, UK laws or regulations relating to Cookies must be applied. The security of the
method used to transport the MSISDN to the Merchant will be scrutinised by the individual
MNOs as part of their accreditation policy.

Merchants wishing to use MSISDNs for marketing purposes must only do so based on
the consents obtained from the Payment and Subscription Confirmation pages presented
and accepted by the Consumer. Accredited Payment Intermediaries must not use
MSISDNs transmitted to them by MNOs for any purpose other than supporting, or
adhering to the rules of the Trusted Mobile Payment Framework.

Accredited Payment Intermediaries must log all Consumer consents and ensure that the
information is auditable.

Consumers must be able to opt-out of receiving marketing information in accordance with
relevant regulatory and legal frameworks including but not limited to the Data Protection
Act 1998, The Privacy and Electronic Communications (EC Directive) Regulations 2003
and Guidance notes for marketers issued by the Office of the Information Commissioner
and updated from time to time.

4.7 Customer Care

Within the Trusted Mobile Payment Framework, Consumers must be provided facilities that allow
them to receive customer care support relating to their payments, subscriptions, refunds, marketing
and general enquiries.

R4.7.1 The Accredited Payment Intermediaries must provide telephone support for Consumers.
Alternatively, Accredited Payment Intermediaries may arrange for this support to be
provided by the Merchants, in line with their contractual obligations.

R4.7.2 Telephone support must be manned during normal UK office hours (9am-5pm, Monday-
Friday) and provide a message taking facility outside of these hours.

R4.7.3 Support requests by Consumers must be responded to within 1 business day and
resolved within 2 business days.

4.8 Auditing

Accredited Payment Intermediaries must be able to demonstrate compliance with the Trusted Mobile
Payment Framework Scheme Rules through the provision of human readable logs and must contain
at least the following information:

R4.8.1
R4.8.2
R4.8.3
R4.8.4
R4.8.5

R4.8.6

Timestamp i specifying when an event occurred.
MSISDN of the Consumer involved in the event;
Merchant involved in the event;

Operator involved in the event (if any).
Description of the event in clear English.

Screen grabs from typical transactions logged and stored on a frequent basis.
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R4.8.7
R4.8.8
R4.8.9

R4.8.10

R4.8.11

R4.8.12
R4.8.13

R4.8.14

R4.8.15

R4.8.16

R4.8.17

R4.8.18

R4.8.18.1

R4.8.18.2
R4.8.19

Other supporting data.
The following key events must be demonstrable through the audit trail:

Consumer acceptance of One-off charge. Must also include the text that was displayed to
Consumer.

Consumer acceptance of Subscription set-up. Must also include the text that was
displayed to Consumer.

Requests made to the Operator for charging and refunds and the success or failure
thereof;

STOP commands received from Consumers;
Termination of subscriptions;

Unique Payment Code generation and reconciliation against MSISDN and associated
MT/MO SMS;

Unique Subscription Code generation and reconciliation against MSISDN and associated
MT/MO SMS;

C o n s u me rindtsreceiye marketing information from the Merchant;

Consumer 6 s -initondperdteaPayfont single Click, and re-opt-in after £20 or 30
days;

Accredited Payment Intermediaries must also maintain logs showing the approval
process and the approvals for any Payforit Single Click and Application based
subscription services they operate, namely;

Approval from each MNO on which the service runs for the Merchant
Approval from each MNO on which the service runs for the service

The audit logs must be available for a period of 24 months.
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5 Web initiated transactions 1 Screens, rules and wordings

Payforit transactions initiated while the Consumer is browsing an eCommerce site on the internet and
where the MSISDN cannot be identified must be managed by Accredited Payment Intermediaries in
accordance with the requirements contained within this section of the Scheme Rules. This section
caters for two situations - the first assumes a Consumer is accessing the Merchant site and Payforit
payment pages using a PC / Mac and the presentation of the Payforit screens is designed for large
screen format. The second situation is for access by small screen devices where MNO MSISDN
transfer is not possible (e.g. iPhone, Blackberry) and / or certain access methods or gateways do not
support MSISDN transfer.

These web payment flows must be used unless an alternative secure method of MSISDN
identification, approved by the MNOs, is being used.

In order to gain the MSISDN of the Consumer who is accessing the Merchant Service and wishes to
pay forgoods/ services using their mobile account, a ve
the user on the web service and the MSISDN of the handset / broadband dongle is utilised.

Two verification options to validate Consumers for web payments are available to Accredited
Payment Intermediaries:

Option 1- MT verification - this requires an Accredited Payment Intermediary to generate a

one-time code for each one-off payment or subscription set-up. This code must be sent by

SMS to the Consumer (after they have entered their MSISDN) who, in turn, needs to enter the

code on the Accredited Payment I ntermedi aryos v
the handset and authorise the transaction.

Option 2 1 MO verification - this requires an Accredited Payment Intermediary to generate a
one-time code on its web payment pages for the Consumer to send-in by SMS to confirm
possession of the handset and authorise the transaction.

Accredited Payment Intermediaries may adopt either or both versions of the web verification options.

Once the Consumer has been verified as in possession of the MSISDN being charged and the
Consumer has agreed the payment, the collection of funds and receipting can take place.
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The pricing notification, verification of the Consumer, charging and receipting are conducted through

a series of screens that adopt a A1, 2, 3, That 6s

the Consumer.

You've chosen to buy <content> from <merchant> @for 3

one-off cost of £2.60 and to charge this to your mobile.

Example Payment Panel for MT flow

When an Accredited Payment Intermediary has successfully processed a transaction for a Consumer
using the payment flows detailed below, it is possible for the Accredited Payment Intermediary to
give the Consumer the opportunity t o create a password which,
MSISDN, will be able to act as validation for future transactions by this Consumer for this Merchant
service via the Accredited Payment Intermediary. This is to cater for Consumers who are regular
visitors to the Merchant service and for whom the verification process at every purchase would be
onerous. With MSISDN/ Password verification, the Consumer will be shown a different payment flow
on their second or subsequent access / paymenti t hi s et uhmeimg user f|
provided in the section on passwords below.

Therefore there are three core transaction flows for web:
I MT - SMS is sent to Consumer with payment code which they type into web screen.

1 MO - payment code and shortcode are shown to the Consumer on web screen. The Consumer
then creates and sends SMS with the payment code to the shortcode.

9 RU or Returning user - Consumer has previously set up a password for this Merchant /
Accredited Payment Intermediary and Consumer validates transaction using just their
MSISDN and the password they previously created.

Each of these transaction flows is illustrated with a set of screen rules and mandated wording. There
are two sets of screens i the Primary web screens for use on computers and mobile devices with
larger screens and the fLited web screens more suited to smaller mobile device screens where
MSISDN is unknown. The Lite web screens must only be used on mobile devices and not on
computers.

Note that it is the Accredited Payment Intermediaries who decide whether to use the Primary web
screens or Lite web screens on mobile devices with larger screens. If the Primary web screens are
used on mobile devices, the payment panels are likely to be shown without a Merchant background
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as described in R5.1.7.1. Note that the choice of Primary or Lite web screens does not change the
logic of the flows (MT, MO, Returning User), the data to be entered by the Consumer, the data
shown by the Accredited Payment Intermediary nor the general rules i it is only the screen designs
and flow which changes.

Transaction Types
There are currently three types of transactions covered by Web Payforit, namely
i. One-off payments
ii. Charity donations
iii. Subscriptions i standard, with initial free period, with initial fee and alerts / event-based

Each of these three transaction types can use the three core flows (MT, MO, Returning User) and the
different wording and specific rules for each transaction type are specified after the screens. The
main changes between transaction types is the description of the service and the wording on the
acceptance button (e.g. PAY NOW, DONATE NOW, SUBSCRIBE)

Within the MT flow, there is also the option to request the Consumer to enter their Operator (network)
if the Accredited Payment Intermediary requires this information.

Pricing for the product / service, the name of the merchant, the type of transaction and other relevant
information is contained in a static sectioothe
Primary web flow and the Description on the Lite web flow.

5.1 General Rules for Web transactions

R5.1.1 All web pages presented before, during and after the processing of a payment must be
served, on behalf of the Merchant, to the Consumer directly by the Accredited Payment
Intermediaries and not by the Merchant. All payment panel details must be positioned
clearly and prominently in the centre of any pages. It should be noted that no advertising
banners or links should be served on any web payment pages. Also, no Merchant
branding may be displayed on or within the payment panel, however Merchant branding
may be displayed in the border around the payment panel as demonstrated in the
example below.
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/2 ACTIVISION = GAMEPAGE - Windows Internet Explorer =101 x|
PE-]| B pavrormors || B4 x| [ actvison L -

@f\ v IE_ https activision.com/index.html#gamepage jen_GB gameld:CoD58brandld:CoD

* Norton- Q- cms&ug-ms-

L Favorites @ ACTIVISION :: GAMEPAGE

02 @ vodgone -\I:.}?Hu» MMWJ

TRUSTED PAYMENTS BY PAYFORIT

wH AT You've chosen to buy <content> from <merchant> @for a
one-off cost of £2.60 and to charge this to your mobile.

YOU Enter your mobile number below so

that we can send your payment code.
Enter your mabile number il

Please ensure that your mobile
is on and has network coverage.

SEND ME MY CODE

[ (@ mtemet 7a - [R0% -

Example Payment Panel with Merchant branding

R5.1.2 On any eCommerce pages where the Payforit logo appears (either browsing or
transactional pages), it should always be presented using the rules set out in Appendix A.

R5.1.3 Wherever the Payforit logo is displayed, it should be in conjunction with the relevant

net work Operatords | ogoConsumelth ©Operator issnbtkmpwn tavh er e

the Accredited Payment Intermediary, e.g. before MSISDN is entered, then the Consumer
should be shown either all of the 5 MNO logos (on Primary web screens) or no MNO logo
(on Lite web screens). When the Consumeré Lperator is known, only the (single)
relevant Operator logo should be shown. In the case of Consumers on Virtual Network
Operators, it will be the host MNO who will determine which logo to show.

R5.1.4 It should be noted that messages used to support web payment transactions should
originate or terminate by Short Code only (including special Payforit transaction codes).
Long dial or alpha numeric headers are not permitted.

R5.1.5 The payment screens content must be presented following the templates and with the
appropriate wording for the type of transaction

R5.1.6 Password creation, management and storage 1 where passwords are created by
Consumers, these will be valid for a given Merchant service through the Accredited
Payment Intermediary that collected the password.
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R5.1.6.1 The Merchant and Accredited Payment Intermediary can decide for each service whether
to offer the Consumer the opportunity to create a password. If such an opportunity is to
be offered, the Merchant and the Accredited Payment Intermediary must operate the
password service according to these rules.

R5.1.6.2 Passwords are entered by the Consumer and are never suggested or decided by the
Merchant or the Accredited Payment Intermediary

R5.1.6.3 The password must be stored securely by the Accredited Payment Intermediary, must not
be shared with any other party or be sent to the Consumer. The password must only be
used for Payforit transactions on the Payforit payment panel, and the Merchant must
never request that a Consumer enters their password 1 this may be done only by the
Accredited Payment Intermediary.

R5.1.6.4 The Accredited Payment Intermediary will store the password against the MSISDN and
the Merchant service. The Accredited Payment Intermediary will inform the Merchant that
the Consumer has successfully created a password and will share a unique User
Identification (UserID) with the Merchant to identify this Consumer for this Merchant
service in future. This UserlD may be the MSISDN if the Consumer has given permission
or PartyID or ASID if used. The Merchant then uses this information to be able to identify
the Consumer in future (e.g. through cookies, MSISDN-capture, Merchant log-in etc).
Each password is only against a given Merchant / Accredited Payment Intermediary
combination.

R5.1.6.5 If the Accredited Payment Intermediary knows that the Consumer has created a
password for this Merchant, then the Consumer wi | | be shown dgéere .fOIR®W:
The Accredited Payment Intermediary may know this information either through an
Accredited Payment Intermediary cookie or by information from the Merchant who
identifies the Consumer to the Accredited Payment Intermediary by their unique UserID 1
it is likely the Merchant would identify the Consumer as a returning Consumer with a
password due to either a Merchant login or a Merchant cookie.

R5.1.6.6 The Accredited Payment Intermediary will provide the facility for a Consumer to change
their password, or to reset the password in the case of forgotten password.

R5.1.6.7 If a Consumer6 s p a s s imapmedtly éntered three times consecutively, or if there
have otherwise been three consecutive unsuccessful billing attempts then the password
will become blocked and the Consumer will have to go through an MT or MO flow to re-
validate themselves.

R5.1.6.8 If a Consumer with a password has not successfully used the relevant Merchant (for
which the password was created) for a period of 6 months then the password will be
blocked and the Consumer will have to go through an MT or MO validation flow to re-
validate themselves.

R5.1.6.9 No passwords are to be shared or transferred between Accredited Payment
Intermediaries, even if Merchants are changing their Accredited Payment Intermediary.
Thus if a Merchant changes their Accredited Payment Intermediary then the Consumers
passwords will not be valid and the Consumers will be required to do an MT / MO SMS
message flow validation (at the end of which they may be able to re-create their
password). We would expect the Merchant / Accredited Payment Intermediaries to handle
the Consumer communications for this gracefully. This rule on sharing or transferring
passwords may be reviewed at a later stage
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R5.1.7

R5.1.7.1

R5.1.7.2

R5.1.7.3

Security and SSL i where the Consumers 6 device and browser sup
panels are to be protected by authenticated SSL, witht he vi si bl e &6httpséo
the browser border. This is expected to be the case for all transactions via PC, laptop,
netbook, MAC and other computers. Many smartphones and their browsers also support

SSL and transactions from these devices should be protected using authenticated SSL.

Note that in all cases, the payment panel must be shown exactly as defined with the

correct sizing and must be clearly visible to the Consumer in its entirety with nothing
displayed in front of the payment panel or obscuring it in any way. Serving the payment

panel as a pop-up or as a new tab is not permitted. The payment panel may be served in

one of the following 3 ways:

Option 1: A redirect within the existing window from the Merchant site to an Accredited
Payment Intermediary-hosted SSL-certified site. In this situation, the Accredited Payment
Intermediary could choose to show the Payforit payment panel on a blank background
(like many current 3D-secure implementations) or could show the Payforit payment panel
surrounded by a border of Merchant branding (see example above).

Option 2: if the Merchant pages which call the Accredited Payment Intermediary pages

are themselves authenticated SSL then the Accredited Payment Intermediary-hosted

Payforit pages could be served as an iframe within the Merchant page. In this situation,

the Merchantpage woul d be providing the Aderediteds o a
Payment Intermediary-hosted Payforit pages would also need to be authenticated SSL.

Option 3: if the Merchant pages which call the Accredited Payment Intermediary pages

are themselves authenticated SSL then the Accredited Payment Intermediary-hosted
Payforit pages could be served as an overlay on the Merchant page. In this situation, the
Merchant page would be providi ng t he @Ahttpso andAcctetited pad
Payment Intermediary-hosted Payforit pages would also need to be authenticated SSL.

5.2 Primary Web flow Rules

R5.2.1

R5.2.2

R5.2.3

R5.2.3.1

Al l screens in all payment f | o wright cotnertof tHea v e
payment panel which, when clicked, closes the payment panel and returns the Consumer

to the Merchant pages at the point that they left to make the payment. The payment

status will be negative. It should be possible for the Consumer to adjust their shopping

basket (if one is provided) or navigate either back into the Merchant®& service or back to

the payment pages. I f the 6x6 was clicked af
success screen, or one of the password creation screens) then the payment status would

be positive.

The wording for the WHAT box in all screens is defined per transaction type later in this
document. This wording changes when the Consumer6 s mo b i | e Opertordsr a nc
known and changes again when the transaction has been successful (e.g. iYou hav
chosend becomes AYou have pthe wbrdihg issdafinesl mithe b e d
section for the specific type of transaction)

There are five clickable information links on every payment page i one is in the WHAT
box and the other four are located at the bottom of the payment panel. The mandated
wording for these is defined in section 5.7. The five links are as follows:

After the Merchant name in the WHAT box there is a clickable 6i 6 b ut brimgsupwh i c h
information regarding the Merchant
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R5.2.3.2 At the bottom of the screen there are four clickable text items - &hat is Payforit?¢
derms and Conditionsd &Gecurity infodand &rivacyn ot i c e 6

5.3 Primary MT Verification Web Templates

There are four main payment panel screens in the MT flow i Screens 1 , 2, 3 and
Additionally there are screen variances for optional Operator entry and unsuccessful transactions.
There are also information links (and screens) and password creation options i the information links
are detailed after the MO and RU screens and they apply to all three flows. The password creation
screens and rules are detailed after the Primary MO screens and they are the same for both MT and
MO

Primary MT Screen 1 must appear as one of the two screens below

0,3 6 T M payforr

vodafone -Mobile

Payforit logo as Appendix A and

Operator logos as per Appendix B.
Unt il user 6s homsg
known, all MNO logos are shown

—

TRUSTED PAYMENTS BY PAYFORIT

WH A You've chosen to buy <content> from <merchant> @ for a .
ane-off cost of £2.60 and to charge this to your mobile. \ Strap line banner

YOU Enter your mobile number below so

: that we can send your payment code.
Enter your mobile number

Please ensure that your mobile

i8 o and hias retwork coverage. Mobile number entry box 7 can be

pre-filled as per R5.3.1 below

The WHAT box containing full
description of the transaction i
wording as per R5.9.4

[ /)

Primary MT Screen la - MSISDN Capture
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3.7 M o
OZ ¥ ' vodafone -Mobile- e Mh“

TRUSTED PAYMENTS BY PAYFORIT

WH AT You've chosen to buy <content> from <merchant> @ for a
one-off cost of £2.60 and to charge this to your mobile.

YOU Enter your mobile number below so
Enter your mobile number that we can send your payment code. / O pe rator Captu re bOX as pe i

R53.4

Select your mobile service provider hel

gyox:1 :}vanf‘j to pay on y(:un;( mobile
roadband account, click here. . .
e Optional mobile broadband help

RIS text i as per R5.3.5 below.

SEND ME MY CODE

Primary MT Screen 1b - MSISDN capture with operator capture and mobile broadband help

R5.3.1 The Consumer is encouraged to enter their MSISDN i this input box may be prefilled with
6076 t oConsureer thahtleis is their mobile number. The MSISDN box may be pre-
filed with the Consumer6 s MSI|I SDN i f t h i Mercharg ankl th® Marchanto t
passes the MSISDN to the Accredited Payment Intermediary.

R5.3.2 The only clickable areas onthe page are the 6x6 in top ri
button, the four information links at the bottom and the Merchanti nf or mati on Oi
WHAT box. The only input area is the area for entry of the Consumerd6 s mobi | e n

and the optional Operator selection box

R5.3.3 When the Consumer has entered their MSISDN (and optionally their Operator I see
below) they then click the SEND ME MY CODE button. The Accredited Payment
Intermediary then sends the following text to the Consumer6 s MS | SDN

Al Fr ee Msuyniqlle pAyment code is <Payment code>. Please enter this code
on the Payforit web page now to completeyourpay ment o

It is not permitted to send this message out more than once unless the Consumer
indicates on the payment page that they have not received their payment code.

R5.3.4 If the Accredited Payment Intermediary wishes to capture the Operator from the
Consumer, the template with Operator capture must be used as in Screen 1b.

R5.3.4.1 The Operator capture input box must give the Consumer a drop-down menu of all the
available networks, with the five MNOs in the first five places (ordered alphabetically)
followed by the Virtual Network Operators ordered alphabetically. The Consumer will be
required to select one and only one of the Operators from the list. If the Operator selected
by the Consumer is found not to be their correct Operator, the Consumer will be returned
to this page and asked to start again.
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R5.3.4.2

R5.3.5

The Operator capture input box may be pre-set if the MSISDN is known as in R5.3.1 and
the Merchant has passed the Operator information to the Accredited Payment
Intermediary. The Consumer must have the possibility to change the pre-selection (e.qg. if
they have changed Operator).

If a Consumer wishes to charge the account of a mobile broadband dongle instead of the
Consumers handset, there is an optional help sentence with clickable link to give the
Consumer information regarding charging a transaction to their mobile broadband
account. The help sentence is to be displayed as in Primary MT Screen 1b and is as
follows:

fif you want to pay on your mobile broadband account, click hered ( w h eclick heed
is a clickable link)

If the Consumer clicks on the clickable link then they will see the following screen

36 TN '\
02 @/ vodafone -Mobile- EELEE mh

TRUSTED PAYMENTS BY PAYFORIT

Want To Charge This To Your Mobile Broadband Account?

Here are some tips:
Make sure your dongle is connected to your computer and online.

When you’re asked to text us a code, use the dongle software provided
by your network operator to text us the supplied payment code.

That's it!

Primary MT Screen 1c - mobile broadband help screen

The wording must be as in the screen above, namely:

fiWant To Charge This To Your Mobile Broadband Account?

Here are some tips:

Make sure your dongle is connected to your computer and online.

When vyoudr e asuka&codet wse theedongle software provided by your
network operator to text us the supplied payment code.

That®ds it

From this screen, if the Consumer clicks the CANCEL button they are taken back to
Screen 1 (from whence they came). If they click CONTINUE then they go to the MO flow
Screen 2 page.
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Primary MT Screen 2 has two versions as follows:

Consumer 6s As Consumer 0s
Operator is known so Operator and mobile number
home Operator logo now known, the description
shown as per R5.1.3 reflects this as per R5.9.2

/

2

Entered your mobile number arrive within two minutes.

WE

Send you a code by text Py

Enter the payment code I'VE RECEIVED MY CODE

THAT'S IT CODE NOT RECEIVED |

You've made your purchase

® /

1/

TRUSTED PAYMENTS BY PAYFORIT TRUSTED PAYMENTS BY PAYFORIT

You've chosen to buy <content> from <merchant> @ for You've chosen to buy <content> from <merchant> @ for
a one-off cost of £2.60 and to charge this to your Orange a one-off cost of £2.60 and to charge this to your Orange
mobile 07545 555814. mobile 07545 555814.

We're sending a payment code
to your mobile. Your code should

We're sending a payment code
to your mobile. Your code should
Entered your mobile number arrive within two minutes.

L

2 Send you a code by text "

ut You e

Enter the payment code
THAT'S IT

You've made your purchase

Primary MT Screen 2a Primary MT Screen 2b

R5.3.6 When the Consumer has clicked SEND ME MY CODE they will be shown Primary MT
Screen 2.

R5.3.7 Primary MT Screen 2 will initially have the CODE NOT RECEIVED button inactive as
Screen 2a. This button will only be made active after a timed delay of 1 minute as per MT
Screen 2b.

R5.3.8 If the Consumer clicks on the CODE NOT RECEIVED button, they will be taken back to
the Primary MT Screen 1a or 1b to re-enter a mobile number.

R5.3.9 When the Consumer <clicks on | 6VE REr&y MIED
Screen 3 below

R5.3.10  An automatic redirect is permitted from the Primary MT Screen 2a to Primary MT Screen

2b either on a timer (15 seconds min) or on confirmation that the SMS has been received
by the handset (delivery receipt).
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Primary MT Screen 37 is as follows:

R5.3.11
R5.3.12

R5.3.13

R5.3.14

R5.3.15

'T' payfori
‘Mobile-

TRUSTED PAYMENTS BY PAYFORIT

You've chosen to buy <content> from <merchant>.fcr E]
WHAT one-off cost of £2.60 and to charge this to your T-Maobile

mobile 07545 555814.

To complete payment, enter the

unique code that we sent to your
mobile and click *Pay Now’.

Yes, I want free updates on similar products,
services and related special offers sent to my
mobile by<merchant,

YOU
Enter the payment code

CODE NOT RECEIVED

Primary MT Screen 3
The cursor will be positioned in the payment code input box

The Merchant may optionally request a marketing opt-in, in which case the wording is as
in R3.4.9. The marketing opt-in check box may be pre-checked. Note that any marketing
opt-in information gathered here must be discarded and not used if the transaction is not
successful or is terminated before successful completion.

If the Consumer clicks on the CODE NOT RECEIVED button, they will be taken back to
Primary MT Screen la to re-enter a mobile number (as per R5.3.1). Consumers may click
on CODE NOT RECEIVED a maximum of two times.

When the Consumer clicks on the acceptance button (e.g. PAY NOW) and the code is
correct, the payment request will be processed by the Accredited Payment Intermediary
and the Consumer is then either shown a success or a failure screen according to the
following templates.

A maximum of 3 attempts to enter the payment code is permitted before the transaction
must be cancelled.

Primary Web MT Screen 4, success screeni T HAT & B hak fivo versions.

This screen is a confirmation screen of a successful transaction and leads the Consumer back to the
Merchant after offering a receipt for their purchase and is as follows:
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At least one and up to three
of the receipting options
must be offered.

Mandated text offering the
user the chance to create a
password as per R5.3.19

TRUSTED PAYMENTS BY PAYFORIT

TRUSTED PAYMENTS BY PAYFORIT

You've chosen to buy <content> from <m erchant> @for a You've chosen to buy <content> from <merchant> @ for a
WHAT one-off cost of £2.60 and to charge this to your Vodafone WHAT one-off cost of 412,60 and to charge this to your Vodafone

mobile 07545 555814. mobile 07545 555814.

THANKS! THANKS!

Click here to receive a receipt by text
Click here to receive a receipt by email
Click here to print a receipt

Click here to receive a receipt by text
Click here to receive a receipt by email
Click here to print a receipt

Would you like to create a <merch-
ant> password to use next time you
want to use Payforit on this site?

THAT'S IT
nditions Security Infc Privacy Notice

THAT'S IT

CONTINUE
nditions Security Infc Privacy Notice

You‘ve made your purchase You've made your purchase

Primary Web MT Screen 4a MT Screen 4b, optional Payforit password creation

R5.3.16  Receipts - the Accredited Payment Intermediary must offer the Consumer at least one of
the three receipting options. If the Consumer selects one of these options then, after the
receipt screens are completed, the Consumer will be returned to Primary web MT Screen
4a. If more than one receipting option is offered, it will be possible for the Consumer to
select a second or third receipt after selecting a first one. The three receipting options are

as follows:

R5.3.16.1 Text message receipt 1 if selected, a free (to Consumer) SMS receipt will be sent to the
Consumer by the Accredited Payment Intermediary with the wording as per R3.4.11. A
message saying AA receinpt is being sent t o
receipting line(s) and then the text message receipt option may be greyed-out to prevent

multiple text message receipts being requested.

R5.3.16.2 Email receipt i if selected the Consumer will be requested to enter their email address
(using a screen similar to the password creation screen (PW Screen 1) on grey
background) and the Accredited Payment Intermediary will send an email receipt which
will contain the same text as the SMS receipt (R3.4.11), but may contain other
information such as Merchant terms and conditions. After an email receipt has been

requested, the email receipt option may be greyed-out to prevent multiple email receipts

being requested. The Consumer6 s emai |l address may only be wu
receipt unless a marketing opt-in is obtained using the wording below:
6Yes, | want free updates on similar product s

sent to my email address <Email> by <Merchant> 6 .
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where <Email> and <Merchant> (defined in section 5.8) are variables completed by the
Accredited Payment Intermediary. The email marketing opt-in check box can be pre-
checked on all networks. Note that an email marketing opt-in only gives the right to use
email for marketing, it does not give the right to use the MSISDN for marketing unless a
MSISDN-specific marketing opt-in has been gained at the appropriate point / payment
panel. MSISDN harvesting cannot be added to the email collection.

R5.3.16.3 Printed receipt 1 if selected the Consumer will be given a print option to print a receipt.
This print receipt will contain the same text as the SMS receipt (R3.4.11), but may contain
other information such as Merchant terms and conditions. After a printed receipt has
been requested, the printed receipt option may be greyed-out to prevent multiple printed
receipts being requested.

R5.3.17 The CONTINUE button (or clicking X) will take the Consumer to the Merchant page with
successful status. Note that Accredited Payment Intermediaries can vary the text of the
CONTINUE button as long as the text is relevant and contextual.

R5.3.18 Note that in the Primary web flow, a successscreen(THAT6 S | T) must be sh
successful transactions and there is no option to do a timed redirect from the success
screen.

R5.3.19 Password Creation - the Merchant and Accredited Payment Intermediary may choose to
offer the Consumer the option to create a password in accordance with R5.1.6. In this
case, t he THABhod8d be &s PsincaryevebnMT Screen 4b. Note that the
success screen is the only place where the Consumer may be asked if they want to
create a password, and this may only be done after a successful transaction.

R5.3.19.1 The text

AWould you I ik ate a <Merchant> passwc
Payforit on th 0

will be displayed. If a Merchant uses multiple Accredited Payment Intermediaries then

they may wish to differentiate the services by the Merchant name they give to each

service

R5.3.19.2 If the Consumer clicks on CONTINUE, the action is the same as per R5.3.17 and no
password information is created. If the Consumer clicks on CREATE PASSWORD then
they are taken to screen PW Screen 11 Password Creation

R5.3.20 If a Consumer selects a receipting option from Primary MT Screen 4b then after the
receipting transaction is carried out, the Consumer will be returned to MT Screen 4b
(T HA T 6)Screlermwith the password creation option still offered.
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Primary MT Screen 5 - Failure Screen

R5.3.21 If the payment was not successful (e.g. Consumer out of credit or timeout), the Consumer
will be shown the Failure Screen as below:

i

TRUSTED PAYMENTS BY PAYFORIT

You've chosen to buy <content> from <merchant> @ for a
WHAT one-off cost of £2.60 and to charge this to your 3 mobile
07545 555814.

ERROR

Sorry. There has been a problem
with the transaction.

You have NOT been charged.

Click ‘Back’ to retry your purchase.

X 0OPs!
Something went wrong

Primary Web MT Screen 5 - Failure screen

R5.3.22 The wording for the Failure Screen must contain the message informing the customer
that they have not been charged as R3.5.1 and an optional failure reason as in R3.5.3

R5.3.23 The BACK button will take the Consumer to the Merchant page wi t h a OoOFP
Unsuccessful & status

5.4 Primary MO Verification Web Templates

There are three main payment panel screens in the MO flow i Screens 1,2 and 3 (THATG6)S | T
Additionally there is an error screen for unsuccessful transactions. There are also information links

(and screens) and password creation options i the information links are detailed after the Primary

RU screens as they apply to all three flows. The password creation screens and rules are detailed

after the Primary MO screens and they are the same for both MT and MO
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Primary MO Screen 1 is as follows:

R5.4.1

R5.4.2

@.0.. . I ey
02 > vodoFone ‘Mobile- el

TRUSTED PAYMENTS BY PAYFORIT

WH A You've chosen to buy <content> from <merchant> @for a

one-off cost of £2.60 and to charge this to your mobile.

YOU XXXXX

Text us the supplied code.

Text the above code to the number
below and click the ‘Text Sent’ button.

XXXXX

Yes, I want free updates on similar products,
services and related special offers sent to my
mobile by<merchant>.

TEXT SENT

Unique payment code
generated for this user

Shortcode to which the user
should send the payment
code

Optional Marketing Opt-in as
per R5.3.12

Primary MO Screen 1

The Accredited Payment Intermediary generates a unique one-time payment code which
is displayed to the Consumer. The code generation should give codes of sufficient length
to avoid possible mis-keying of codes resulting in a false match. Limited time validity of
codes would also assist in limiting issues (i.e. codes valid for a certain time duration only)

The Consumer is to send an SMS containing the unique one-time payment code
displayed on the screen to the shortcode displayed on the screen and will click the TEXT

SENT button when the code is sent.
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Primary MO Screen 2 is as follows:

O < & T . payfor™ o > | After the text has been
2 vodafone -Mobile- CELELS

received, only
home Operator is shown as
TRUSTED PAYMENTS BY PAYFORIT
per R5.1.3

WH A You've chosen to buy <content> from <merchant> @for a

one-off cost of £2.60 and to charge this to your mobile.

Mandated wording

WE

Are waiting to receive your text. WO r d | n g W| I | C

have received
when the text has been
received

Primary MO Screen 2

R5.4.3 Screen 2 has 2 states i one where the Accredited Payment Intermediary is waiting to
receive the SMS and one where the SMS has been received and the payment processing
is taking place . Note that for the second state, t h
number will be known (from the MSISDN attached to the MO SMS) and the logos and
WHAT text will reflect this.

R5.4.4 The Accredited Payment Intermediary will verify that the unique code sent by the MO
SMS is a valid code and then processes the transaction with the mobile Operator.

Primary MO Screen 31 THATG6S | T

R5.4.5 If the transaction is successful then MO Screen 3, THA T 6 ,Sis shoWwn in one of the
following two formats;
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Primary MO Screen 3a MO Screen 3b with option for password creation

R5.4.6 The actions on receipting and password creat.i
as per sections R5.3.16 (receipting) and R5.3.19 (passwords).

R5.4.7 If the transaction was not successful, the Failure Screen MO Screen 4 as below is shown,
and actions from this screen are treated as per the failure screen for the Primary MT flow
Screen 6 (R5.3.21 to R5.3.23).

Primary MO Screen 41 Failure screen
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